odosu wessu ewslu IP IJeluo Jeuvogses
AnyConnect g, ©895,0 RADIUS

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

lJodoule | OEdp0

e dose uvods VPN JJo o] g6 o Oluwoisle sool> 86 AAARADIUS go, FMC
980 02 [ o9 ISE (315, RADIUS

|, wod wled 1Jisble ol oJl>ol

NFX YY)
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- uble Firepower Threat Defense (FTD)

- oyJ; blyé Firepower (FMC)

- pod Erplo Jyud 1Jogso (ISE)

- Cisco AnyConnect Secure Mobility Client
- w9w9d9d RADIUS

lJedyule IJpuuwosped
ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luesble Ido)lez IJoldse:

- FMCv - 7.0.0 (wuso 94)

- FTDv - 7.0.0 (IJowso 94)

- ISE - 2.7.0.356

- AnyConnect - 4.10.02086
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1 1 1 AnyConnect Clients
| | . INTERNET
| | |
1 1
|dentity Semnvices Engine Firepower Threat Defense
(ISE) (FTD)

cdosu ubwds VPN Jdsuosd gu wed wluuseesle euoldé AAA/RADIUS g,
FMC

JJzwosd eds lple pduod Eb9s webys: Lze lJs o3l ldpuwons 903l 1JB8sss9:

- wdosy AnyConnect Remote Access VPN g J.s FTD
- oJose AnyConnect IJio s J FTD IJesl, ool wlos FMC

odosu VPN JJsuoad g0 wed eds 9lzod yub, Uiglp_, (CLI) J FTD:

ip local pool AC Pool 10.0.50.1-10.0.50.100 mask 255.255.255.0

interface G gabitEthernet0/0

nanei f Qutside_lnt

security-level 0O

ip address 192.168. 0. 100 255. 255. 255. 0

aaa-server | SE _Server protocol radius
aaa-server | SE Server host 172.16.0.8
key *kkk %k

aut hentication-port 1812
accounting-port 1813

crypto ca trustpoint RAVPN Sel f-Signed Cert
enrol I mrent sel f

fgdn none

subj ect - nane CN=192. 168. 0. 100

keypai r <Def aul t - RSA- Key>

crl configure


/content/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.youtube.com/watch?v=ZZRVAFcSZCA

ssl trust-point RAVPN Sel f-Signed_Cert

webvpn

enabl e Qutside_Int

ht t p- header s

hst s-server

enabl e

max- age 31536000

i ncl ude- sub- domai ns

no prel oad

hsts-client

enabl e

X-content -type-options
X-XSS-protection
content-security-policy
anyconnect image di sk0:/csm anyconnect-w n-4.10. 02086- webdepl oy- k9. pkg 1 regex "W ndows"
anyconnect enable
tunnel - group-1ist enable
cache

no di sabl e
error-recovery disable

group-policy DfltG pPolicy attributes
vpn-tunnel - protocol ikev2 ssl-client
user - aut henti cati on-idl e-ti neout none
webvpn

anyconnect keep-installer none
anyconnect nodul es val ue none
anyconnect ask none default anyconnect
htt p- conp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny- nessage none

tunnel -group RA_VPN type renpte-access
tunnel - group RA_VPN general -attributes
addr ess- pool AC_Pool

aut henti cati on-server-group | SE_Server
tunnel - group RA_VPN webvpn-attri butes
group-alias RA VPN enabl e

odosu wog IJugasd eds ISE (gl RADIUS)

IJg1o96 1. wzd 1Usgad [Js ¢bp ISE 9luedd 1Js hé > a9 IJubwds > ize3é 1JubwJb.
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Conditions Studio
Library

Search by Name

0 FEBRECALOL T

BYOD_is_Registered

Catalyst_Switch_Local_Web_Authentica
tion

Compliance_Unknown_Devices
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EAP-MSCHAPv2

EAP-TLS
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Metwork_Access_Authentication_Passe
d

Mon_Cisco_Profiled_Phones

Mon_Compliant_Devices

Switch_Local_Web_Authentication

=
=
=
=
g
=)
E Guest_Flow
g
=]
=]
=]
=
=

Switch Web Authentication

6]

® & & ® & e

®

® @ & &

®

Editor
@ A
I Click to add an attribute I
&
Select attribute for condition
0@0&@9@?.!.@”@&%‘
Dictionary Altribute Info
All Dictionaries w | Aftribute 1D
L Microsoft MS-HCAP-User-Name 60 @ ~
1 Motorola-Symbal Symbol-User-Group 12 @
1 Metwork Access AD-User-DNS-Domain @
1 Metwork Access AD-Uger-Join-Point @
1 Network Access UserName 6]
1 PassivelD PassivelD_Usemame @
1 User-Name 6]
X Radius User-Password 2 @
X Ruckus Ruckus-User-Groups 1 @ =
v
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Conditions Studio

Library Editor
5 A
Radius-User-Name
(WQF 3 = E F s
0= e FERECLOL 1 IEquaIs VI I"se” I H
#[B BYOD_is_Registered @ SettoYis not L @
i E Catalyst_Switch_Local_\Web_Authentica o)
i tion -
E Compliance_Unknown_Devices ® e — oR
B Compliant_Devices @
iE eaPmscHaPz 6]
i@ eapms @
& Guest Flow @
B mMac_in_san @
i @ Metwork_Access_Authentication_Passe -
@
T d
B Mon_Cisco_Profiled_Phones ®
B Non_Compliant_Devices @
ﬁ Switch_Local_Web_Authentication ® v
i [E Sswitch Web Authentication @

op weSssu IJuivyb Jodo 1J8less 1Uly.

IJg o9 9. B glp9s IJuolsg/lJossosSlo: o8, eds Iy + 9l2e) lugble ©9uosWd wiasd
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~ Authorization Poscy (13)

Resuls

Stalus  Fuie Name Condlons Profies Saturty Groups Hits Actions

BGp vlebliso lgupl seeldb e Js ACCESS_ACCEPT Jyge Access. §p oldop,s) Jiowadd 1Js
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Add New Standard Profile £

Authorization Profile Lo
I° Harme: | StaticIPaddressiiser] |
Description | Al

Hetwork Divice Profie 45 Ceo | ~| B

Service Template m]
Track Movement [ i

Passive Identiy Tracking [ G

* Common Tasks

~
[0 DACL Hame
[ 1Pv6 DACL Name
O AL (Fier-1D)
O AL Pve (Fiter-ID) W

* Advanced Attributes Settings

< >

lod) W93 [Juwop ldoyedlds 9lge, RADIUS > Framed-IP-Address—{8].

Add New Standard Profile x
Service Temphite O ~

Track Movement [

Passie Identity Traddng [ i

* Common Tasks

[ DAL Hame B Egress VLANID--[55]

B Error-Cause—{101)
O Ipv DACL Name 8 Fiter-D~(11)
B Framed-AppisTak-Link~{37]
B Framed-ApplsTalk-hetwork—[38]
i Framed-AppleTale-Zone-{19]
& Framed-Compression--{13]
O AcL 16 (FkerID) & Framed-nterface-1d-(96) y
& Framad 0P-Netmask--{9]
& Framed-(Pv6-dddress-[168]
¥ Advanced Attributes SEt g Framed BovePool-[100] v

Radus:Framed-F-Address I E E l' | Ql

0O AcL (Fer-ID)

w Attributes Details

Access Type = ACCESS_ACCEPT
Framed-IP-Address =

lJoo gu9lo IP 1J3s euss ogssue wuvdd eloo Jodl Idpuwegse 9lud) 898 edb.



Add New Standard Profile

Service Templite [
Track Movement [

Passive Mentity Tracking [

= Common Tasks

[ Arespace IPvG ACL Name ~
[ asa ven
[ AVC Profie Hame

[ uPN Lockup

* Advanced Attributes Settings

Radus:Framed-IP-Address | 'ul.o.so.m: H |

= Attributes Details

Access Type = ACCESS_ACCEPT
Framed-1P-Address = 10.0.50.101

W

_—
EaRos
e

IJg 1096 10. g, 110 pJd og)sd IJogasd 1Uss wp logulde zasal.
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2 Type here to wearch

@ Cisco AnyConnect | 192,168,0,100

=

Group: ﬁ RA_VPN

|Username: |user1 I

Password: |******1 I

los, ls@90s IJenauw (151986 Idsums Iduwdds) souode s w2928 IUleolissle. olds
OS Suwp _pe._bplo I.,_J&qslo o g09lo IP 1U3s wp wesswo 09 wlduwed Idsuslo 1U3s wp
od9suo WS voz w99 s 2 ISE Joil ldpuwegse.

@' Cisco AnyConnect Secure Maobility Client . >

@

Connected to 192, 168.0.100.

192.168.0.100

00:00:23

atlivilie
CISCO




"ﬁs' Cisco AnyConnect Secure Moability Client —

',':ll'ﬁ' ,':g AnyConnect Secure Mobility Client

Virtual Private Network (VPN) Diagnostics. ..
Preferences Statistics  Route Detzils  Firewal Message History
Connection Information ﬂ
State: Connected
Tunnel Mode (IPw4): Tunnel All Traffic
Tunnel Mode (IPwva): Crop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: Mone
Duration: 0o:01:49
Session Disconnect: Maone
Management Connection State: Disconnected (user tunnel active)
Address Informaticon A
lient {IPv4): 10.0.50. 101
Client {IPv&): Mot Available
Server: 192, 168.0,100
Bytes A
Reset Export Stats...

sbo, &)1z 1Jie, debug radius all ¢ Js FTD:

firepower# SVC nessage: t/s=5/16: The user has requested to di sconnect the connection
webvpn_svc_np_tear_down: no ACL
webvpn_svc_np_tear_down: no | Pv6 ACL
np_svc_dest roy_sessi on( 0x9000)

radi us nkreq: 0x13

all oc_rip 0x0000145d043b6460

new request 0x13 --> 3 (0x0000145d043b6460)
got user 'userl'

got password

add_req 0x0000145d043b6460 session 0x13 id 3
RADI US_REQUEST

radi us. c: rad_nkpkt

rad_nkpkt: ip:source-ip=192.168.0.101

RADI US packet decode (authentication request)

RADIUS packet decode (response)



02 03 00 88 0Oc af 1c 41 4b c4 a6 58 de f3 92 31| ....... AKX .01
7d aa 38 le 01 07 75 73 65 72 31 08 06 O0a 00 32 | }.8...userl....2
65 19 3d 43 41 43 53 3a 63 30 61 38 30 30 36 34 | e.=CACS: c0a80064
30 30 30 30 61 30 30 30 36 31 34 62 63 30 32 64 | 0000a000614bc02d
3a 64 72 69 76 65 72 61 70 2d 49 53 45 2d 32 2d | :driverap-| SE-2-
37 2f 34 31 37 34 39 34 39 37 38 2f 32 31 la 2a | 7/417494978/21.*
00 00 00 09 01 24 70 72 6f 66 69 6Cc 65 2d 6e 61 | ..... $profile-na
6d 65 3d 57 69 6e 64 6f 77 73 31 30 2d 57 6f 72 | nme=W ndows10- Wor
6b 73 74 61 74 69 6f 6e | kstation

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 3 (0x03)

Radi us: Length = 136 (0x0088)

Radi us: Vector: OCAF1C414BC4A658DEF392317DAA381E

Radius: Type = 1 (0x0l1l) User-Name

Radi us: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 | userl

Radius: Type = 8 (0x08) Framed-IP-Address

Radi us: Length = 6 (0x06)

Radius: Value (IP Address) = 10.0.50.101 (0x0A003265)
Radi us: Type = 25 (0x19) d ass

Radi us: Length = 61 (0x3D)

Radi us: Value (String) =

43 41 43 53 3a 63
30 61 30 30 30 36
69 76 65 72 61 70
31 37 34 39 34 39

30 61 38 30 30 36 34 30 30 30
31 34 62 63 30 32 64 3a 64 72
2d 49 53 45 2d 32 2d 37 2f 34
37 38 2f 32 31 | 17494978/ 21

CACS: c0a80064000
0a000614bc02d: dr
iverap-1SE-2-7/4

Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 42 (0x2A)

Radi us: Vendor 1D = 9 (0x00000009)

Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 36 (0x24)

Radi us: Value (String) =

70 72 6f 66 69 6Cc 65 2d 6e 61 6d 65 3d 57 69 6e
64 6f 77 73 31 30 2d 57 6f 72 6b 73 74 61 74 69
6f 6e | on

rad_procpkt: ACCEPT

Got AV-Pair with value profil e-name=W ndows10- Wr kst ati on
RADI US_ACCESS_ACCEPT: nornal term nation

RADI US_DELETE

renove_req 0x0000145d043b6460 session 0x13 id 3

free_rip 0x0000145d043b6460

radi us: send queue enpty

wbo, yedle FTD:

profil e- nanme=W n
dows10- Wor kst at

firepower#

<om tted output>

Sep 22 2021 23:52:40:
Qutside_Int:192. 168. 0.

%-TD- 6- 725002: Devi ce conpl eted SSL handshake with client
101/ 60405 to 192.168.0.100/443 for TLSvl.2 session

Sep 22 2021 23:52:48: 9% TD-7-609001: Built |ocal-host CQutside_Int:172.16.0.8

Sep 22 2021 23:52:48: %TD 6-113004: AAA user authentication Successful server = 172.16.0.8
user = userl

Sep 22 2021 23:52:48: 9% TD-6-113009: AAA retrieved default group policy (DflItG pPolicy) for user
= userl

Sep 22 2021 23:52:48: %TD 6-113008: AAA transaction status ACCEPT : user = userl

Sep 22 2021 23:52:48: %TD- 7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
aaa.radius["1"]["1"] = userl

Sep 22 2021 23:52:48: %TD- 7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
aaa.radius["8"]["1"] = 167785061

Sep 22 2021 23:52:48: %TD- 7-734003: DAP: User userl, Addr 192.168.0.101: Session Attribute



aaa.radius["25"]["1"]
Sep 22 2021 23:52:48:
aaa. ci sco. grouppolicy
Sep 22 2021 23:52:48:
aaa.cisco.ipaddress =
Sep 22 2021 23:52:48:
aaa.cisco.username =
Sep 22 2021 23:52:48:
aaa. ci sco. usernanmel =
Sep 22 2021 23:52:48:
aaa. Ci sco. username2 =
Sep 22 2021 23:52:48:
aaa. ci sco. tunnel group
Sep 22 2021 23:52:48:
The followi ng DAP rec
Sep 22 2021 23:52:48:
AnyConnect parent ses
<om tted output>

Sep 22 2021 23:53:17:
Qutside_Int:192.168.0
Sep 22 2021 23:53:17:
queued

Sep 22 2021 23:53:17:
queued

Sep 22 2021 23:53:17:
request’

Sep 22 2021 23:53:17:
succeeded

Sep 22 2021 23:53:17:
request’

Sep 22 2021 23:53:17:
avai | abl e from | ocal
Sep 22 2021 23:53:17:
during I Pv6 request
Sep 22 2021 23:53:17:
<userl1> | P <192.168.0
Sep 22 2021 23:53:17:
Sep 22 2021 23:53:17:

= CACS: c0a800640000c000614bc1dO: dri ver ap- | SE- 2-7/ 417494978/ 23

9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
= Dflt G pPolicy

9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
10.0.50.101

9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

userl

9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute
userl
9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

9%-TD- 7- 734003: DAP: User userl, Addr 192.168.0.101: Session Attribute

= RA_VPN

%-TD- 6- 734001: DAP: User userl, Addr 192.168.0.101, Connection AnyConnect:
ords were selected for this connection: DfltAccessPolicy

%-TD- 6- 113039: Group <DfltG pPolicy> User <userl> |P <192.168.0.101>
sion started.

%-TD- 6- 725002: Devi ce conpl eted SSL handshake with client
.101/ 60412 to 192.168.0.100/443 for TLSv1.2 session
9%TD- 7- 737035: | PAA: Sessi on=0x0000c000, 'IPv4 address request' message
9%TD- 7- 737035: | PAA: Sessi on=0x0000c000, 'IPv6 address request' message
9%TD- 7- 737001: | PAA: Sessi on=0x0000c000, Received nmessage '|Pv4 address
%-TD- 6- 737010: | PAA: Sessi on=0x0000c000, AAA assigned address 10.0.50.101,
9%TD- 7- 737001: | PAA: Sessi on=0x0000c000, Received nmessage '|Pv6 address
9%-TD-5- 737034: | PAA: Sessi on=0x0000c000, |Pv6 address: no | Pv6 address
pool s
9%-TD- 5- 737034: | PAA: Sessi on=0x0000c000, |Pv6 address: call back fail ed
9%-TD- 4- 722041: Tunnel G oup <RA_VPN> G oupPolicy <Dflt G pPolicy> User
.101> No | Pv6 address avail able for SVC connection

%-TD- 7- 609001: Built | ocal-host CQutside_Int:10.0.50.101
%-TD- 5- 722033: Group <DfltG pPolicy> User <userl> | P <192.168.0.101> First

TCP SVC connection established for SVC session.

Sep 22 2021 23:53:17:
SVC connecti on establ
Sep 22 2021 23:53:17:

%-TD- 6- 722022: G oup <Dflt G pPolicy> User <userl> |P <192.168.0.101> TCP
i shed wi thout conpression
9%-TD- 7- 746012: user-identity: Add IP-User mapping 10.0.50.101

LOCAL\userl Succeeded - VPN user

Sep 22 2021 23:53:17:

%-TD- 6- 722055: Group <Dflt G pPolicy> User <userl> |P <192.168.0.101>

Client Type: G sco AnyConnect VPN Agent for Wndows 4.10.02086

Sep 22 2021 23:53:17:

%-TD- 4- 722051: Group

uvzd RADIUS Live gJs &,00 ISE:
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'3;' Cisco AnyConnect | 192,168.0.100

=

Group: IR;!:._UPN e |

Username: | user2

Connect

Password: | =xexes

$95oT Buwp peJ9ple IJEwsIu Tu gugly IP 1ss wp cessue o9 wldded sd guslu IP polz Bis
IJozee Idpzds IPVA1d3s wp odssue pu ¢dld FMC.

{'5;' Cisco AnyConnect Secure Maobility Clent — >
NInr - : ®
AnyConnect Secure Mobility Client
CISCO
Virtual Private Network (VPN) Diagnostics. ..
Preferences Statistics  Route Details  Firewall Message History
ﬁ
Connection Information .
State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPva): Crop Al Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: Mone
Duration: 00:01:05
Session Disconnect: Mone
Management Connection State: Disconnected (user tunnel active)
Addrezs Information ﬂ
Client [TPv4): 10.0.50.1
Client (IPva): Mot Available
Server: 192.168.0,100
B ~
) y?es - 9
Reset Export Stats...

sbo, |¢,lz Iie, debug radius all ¢ Js FTD:

firepower# SVC nessage: t/s=5/16: The user has requested to disconnect the connection.
webvpn_svc_np_tear_down: no ACL
webvpn_svc_np_tear_down: no | Pv6 ACL



np_svc_d

estroy_sessi on( 0xA000)

radi us nkreq: 0x15

alloc_rip 0x0000145d043b6460

new request 0x15 --> 4 (0x0000145d043b6460)
got user ‘'user2’'

got password

add_req 0x0000145d043b6460 session 0x15 id 4
RADI US_REQUEST

radi us. c: rad_nkpkt

rad_nkpkt: ip:source-ip=192.168.0.101

RADI US packet decode (authentication request)

RADIUS packet decode (response)

Raw packet data (length =

02 04 00 82 a6 6
b6 ¢c3 18 4f 01 O
53 3a 63 30 61 3
30 30 36 31 34 6
72 61 70 2d 49 5
39 34 39 37 38 2
70 72 6f 66 69 6
64 6f 77 73 31 3

7 35
7 75
8 30
2 63
3 45
f 32
c 65
0 2d

9e
73
30
30
2d
32
2d
57

85
41 43 |
62 30 |
76 65 |
37 34 |
01 24 |
69 6e |

I

6f 72 74

6f 6e | on

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 4 (0x04)

Radi us: Length = 130 (0x0082)

Radi us: Vector: A667359E103693181F1B8537B6C3184F
Radius: Type = 1 (0x0l1l) User-Name

Radi us: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 32 | user2

Radi us: Type = 25 (0x19) d ass
Radi us: Length = 61 (0x3D)
Radi us: Value (String) =

43 41 43 53 3a 63
30 62 30 30 30 36
69 76 65 72 61 70

31 37 34 39 34 39 37 38 2f 32 32

Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 42 (0x2A)

Radi us: Vendor 1D = 9 (0x00000009)

Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 36 (0x24)

Radi us: Value (String) =

30 61 38 30 30 36 34 30 30 30
31 34 62 63 30 61 33 3a 64 72
2d 49 53 45 2d 32 2d 37 2f 34

17494978/ 22

70 72 6f 66 69 6Cc 65 2d 6e 61 6d 65 3d 57 69 6e
64 6f 77 73 31 30 2d 57 6f 72 6b 73 74 61 74 69

6f 6e | on
rad_procpkt: ACCEPT

g5..6..... 7
...QO .user2. =CAC
S: c0a800640000b0
00614bc0Oa3: dri ve
rap-| SE-2-7/4174
94978/ 22.*. .. .. $
profil e- nanme=W n
dows10- Wor kst at

CACS: c0a80064000
0b000614bc0a3: dr
iverap-1SE-2-7/4

profil e- nanme=W n
dows10- Wor kst at

Got AV-Pair with value profil e-name=W ndows10- Wr kst ati on

RADI US_ACCESS_ACCEPT
RADI US_DELETE

normal term nation

renove_req 0x0000145d043b6460 session 0x15 id 4

free_rip 0x0000145d043b6460
radi us: send queue enpty

wbo, yedle FTD:



<om tted output>
Sep 22 2021 23:59: 26:

%TD- 6- 725002:

Devi ce conpl eted SSL handshake with client

Qutside_Int:192.168.0.101/ 60459 to 192.168.0.100/ 443 for TLSvl.2 session

Sep 22 2021 23:59:
Sep 22 2021 23:59:
user = user2

Sep 22 2021 23:59:
= user2

Sep 22 2021 23:59: 35:
Sep 22 2021 23:59: 35:
aaa.radius["1"]["1"]
Sep 22 2021 23:59: 35:
aaa.radius["25"]["1"]
Sep 22 2021 23:59: 35:

35:
35:

35:

aaa. ci sco. grouppolicy = Dflt G pPolicy

Sep 22 2021 23:59: 35:
aaa.cisco.username =

Sep 22 2021 23:59: 35:
aaa. ci sco. usernanel =
Sep 22 2021 23:59: 35:
aaa. ci sco. usernane2 =
Sep 22 2021 23:59: 35:
aaa. ci sco. tunnel group
Sep 22 2021 23:59: 35:

u

The following DAP records were selected for this connection:

Sep 22 2021 23:59: 35:
AnyConnect parent sess
<om tted output>

Sep 22 2021 23:59:52:
Qutside_Int:192. 168. 0.
Sep 22 2021 23:59:52:
queued

Sep 22 2021
queued

Sep 22 2021
request’
Sep 22 2021 23:59:
servers found for
Sep 22 2021 23:59:
Sep 22 2021 23:59:
Sep 22 2021 23:59:
local pool AC_Pool
Sep 22 2021 23:59:52:
tunnel-group 'RA_VPN'
Sep 22 2021 23:59:52:
request’

Sep 22 2021 23:59:52:
avai l able fromlocal p
Sep 22 2021 23:59:52:
during I Pv6 request
Sep 22 2021 23:59:52:

23:59:52:

23:59:52:
52:
52:

52:
52:

<user2> | P <192.168.0.101> No | Pv6 address avail able for

Sep 22 2021 23:59:52:
Sep 22 2021 23:59:52:
TCP SVC connection est
Sep 22 2021 23:59:52:

%-TD- 7- 609001:
%-TD- 6- 113004

%-TD- 6- 113009:

%-TD- 6- 113008:

%-TD- 7- 734003:
user 2

%-TD- 7- 734003:

= CACS: c0a800640000d000614bc367:

%TD- 7- 7340083:

%-TD- 7- 734003:
ser2

%-TD- 7- 734003:
user 2

%-TD- 7- 734003:

% TD- 7- 734003:
= RA VPN
% TD- 6- 734001

%TD- 6- 113039:
ion started.

%TD- 6- 725002:

101/ 60470 to 192.168. 0. 100/ 443 for

%TD- 7- 737035:
%TD- 7- 737035:
%TD- 7- 737001:
%-TD- 5- 737003:
%TD- 7- 737400:
%TD- 7- 737200:
%TD- 6- 737026:
%-TD- 6- 737006:
%TD- 7- 737001:
%TD- 5- 737034:
ool s

%TD- 5- 737034:
%-TD- 4- 722041:
%TD- 7- 609001:
%TD- 5- 722033:

abl i shed for
%-TD- 6- 722022:

Built |ocal-host CQutside_Int:172.16.0.8
AAA user authentication Successful server

172.16.0. 8 :

AAA retrieved default group policy (DfltG pPolicy) for user

AAA transaction status ACCEPT : user = user2

DAP: User user?2, Addr 192.168.0.101: Session Attribute
DAP: User Addr 192.168.0.101: Session Attribute
driverap-| SE-2-7/ 417494978/ 24

Addr 192.168.0.101: Session Attribute

user 2,

DAP: User user?2,

DAP: User user2, Addr 192.168.0.101: Session Attribute

DAP: User user?2, Addr 192.168.0.101: Session Attribute

DAP: User user?2, Addr 192.168.0.101: Session Attribute

DAP: User user?2, Addr 192.168.0.101: Session Attribute

DAP: User user2, Addr 192.168.0.101, Connection AnyConnect:

Df I t AccessPol i cy
Group <DfltGrpPolicy> User <user2> |P <192.168.0. 101>

Devi ce conpl eted SSL handshake with client
TLSv1. 2 session

| PAA: Sessi on=0x0000d000, 'IPv4 address request' message

| PAA: Sessi on=0x0000d000, 'I|Pv6 address request' message

| PAA: Sessi on=0x0000d000, Received nmessage '|Pv4 address

| PAA: Sessi on=0x0000d000, DHCP configured, no viable

tunnel - group ' RA_VPN

POOLIP: Pool=AC_Pool, Allocated 10.0.50.1 from pool
VPNFIP: Pool=AC_Pool, Allocated 10.0.50.1 from pool
IPAA: Session=0x00004000, Client assigned 10.0.50.1 from

IPAA: Session=0x00004000, Local pool request succeeded for

| PAA: Sessi on=0x0000d000, Received nmessage '|Pv6 address
| PAA: Sessi on=0x0000d000, | Pv6 address: no | Pv6 address
| PAA: Sessi on=0x0000d000, | Pv6 address: call back fail ed

Tunnel Group <RA_VPN> GroupPolicy <DfltG pPolicy> User

SVC connection

Built |ocal -host Qutside_Int:10.0.50.1

G oup <Dflt G pPolicy> User <user2> | P <192.168.0. 101> First

SVC sessi on.

G oup <Dflt G pPolicy> User <user2> | P <192.168.0. 101> TCP

SVC connection established wi thout conpression

Sep 22 2021 23:59:52:
Succeeded - VPN user
Sep 22 2021 23:59:52:
Cient Type:
Sep 22 2021 23:59:52:

%TD- 7- 746012:

%TD- 6- 722055:

%TD- 4- 722051

user-identity: Add IP-User mapping 10.0.50.1 - LOCAL\user2

Group <DfltGrpPolicy> User <user2> |P <192.168.0. 101>

Ci sco AnyConnect VPN Agent for W ndows 4.10. 02086

Group



wzd RADIUS Live gJs g,00 ISE:

rebiierd Pt

ErTr—r—

Auharirasion Potscy

Source Temsriamg

et T s

Potiey Bavear

et

ase e

et 10
[ —

Eocipcnnt Prodie

At s ety S
Barnity Groug

P

Ruarscston Masiod
Auseras e Pt e
[ oA p10_Ts
Camvien Type

taesban

A3 ot rpe vinaat
Roariiation Profie ——
Rusgmse Tome —
Comtoganintd ™
[ore——

v— Roten

WA Pan

T e Encipaint
VPRI LA Lavast o

e .
[T

[ S -

e
CTIIO00A BT s Cherk-rpe

AcBevienD

Selsciedtutann catonidantty Sl

[

Baterietstaric sboniderbty B ) e 14y

|

Lozaton Locwnmnads Loces:

[y Dvice Tiseas Dewice. Trotn

wage

[t [

RADAS Usemams

i IF Rtrnas

CPM Sy

Calied Bt

ST rmens B 210 BT

v e

v Se




odlebé: sz edsy luvedsle ubl@le gulssy IP Idpgodvds Jogssu solysu IP gds JJ
pu wgee IP 1dpzds Jengwsdsd FTD g wsluwle odss o ISE Joguw webuole guldsy
IP IJpd )6 w50 gpdle AnyConnect. B pld IJedsss 0dl op cdsss FTD oluwodsle
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lgvedpld IJizble 9] oJlzol
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