p9liwé ged L2TP gugly; I o

Slhgizall

doiall
dawlwV| o lllnioll

o Wllaial|

doaiall o bgSall

oMoyl

LNS o> & jlgo

LNS Lid jolxs

Jius)] 59159 LNS | Jo> & jleo

ddosall ol sVl

CiSCO 0 3,90)b dw 5] dous)l/dowd] 2195l olaziwl LNS o> & jlgo

cpaSill - LAC

cpoSil - LNS

LAC .0 3630 clazVl auzuas

Cisco ;0 3 ,60)L a3l dowdl/aoud| 2193l olaiwl LNS  Lid j9lx

CisCO 0 3,00l a3l dowill/doudl 2195l plasiwl L)l j9lxi9 LNS o> &jlgo
o o3 ologles

dosall

e Uil JbosYl &jlee wasllsy iai pois s3I L2TP LI (LAC) Jsuosll 55,0 &bl ximuall 138 2 i
2000 sgimoll oo (LNS) aSuid] p3le> (o asdl J| JlacVl

daw L) o Lol
olllaiall

Aol [ag) dol> ollloio 1295 Y

do2Ziwall & LSl

diymo dple LgSo9 aoly whlaol e xiwall 13D juais,
oMo

Ol oMawvl Jg> wlogleall o 10 Je Jaaxl dusill Cisco wlual oWMawl g1,

LNS Jo> dijlgo



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

oo LAC _JI (VPDN) ay,dUall dnlsll aslgl Lol éSub 345 ologleo pyaid RADIUS plaiu] sic

S>asis LN i I Jlzall 9 (DNIS) olinall @81 e 8 ,mil dors usi oriime azgi 631e] ¢Soall
82220 (LNS) andlb dulro olSais e 5l0)l olulxly Sl &S, Liso o3k loxie wlllaiall 1>i 52 iy

IP aolie auus oo ol &5ls0 6500 caSead LLSHI o el ligimo 19939 J>Yl g1js5 (9 62 Lusall
.CiSCO 0 3100l Lol (VSA) dowl ad/olaw 295 L9 B4 dle dlaaiS 496, LNS JSU

"Cisco:Avpair = "vpdn:ip-addresses=10.51. 6. 82, 10.51. 6. 59

332208 @8lus plasiw] Loyl liSay) LAC J d>lio 63azi0 dlg blis 3929 _JI 6,LiM saxaS ! plasiw] piy
lgolaziw| pinw il dylgill dlass Jowogll 9 aSill ddlaio a5 (38l dlg bolad) dyolwio dyglol JI 6,LuM
LAC _le jisi) LoVl 13 Jlisl dl> 9 .asbus piy ks e IP olgic JoV ilguinedl ayazadl I 1wl
AW il o8 daslio dlais e IP uglic ILd oS5 p) 3] . JWIHIP olgic paxs iy (IP wlgizs JLasVl
lagleoll gaill W' 9@ sl IP Glsie Lusly fegiaall gail dl>' (5 IP olgic I ity

LNS L9 jolx

axaS " plasiwl 633200 LN &S plasiw] xic _uadl a5 del9l o lgiuo diwy ®Cisco 10S zob; amy

Jaslly LN olSuis jamd gawy 1id9 LAC I el ai 31 LNS | dalio dyolol closaxe cusi cliSay

29 o9 el algll blas adus piy (S o JI 68 oSy . bli>] duwS 5,319 dwwlwIl LN o K0S
.Cisco VSA pud/¢loaw

"Cisco: Avpair = "vpdn:ip-addresses=10.51.6.82/10.51.6.59
2 4,8)9Yl dcgozo 8 10.51.6.59 9 1 dg)oVl dcgozo 5 10.51.6.82 ol I/ 3320 iy

Lissll jolxsg LNS Jo> djloo

295 plaiwl A3 gudxs pwg il wlo Luss (9 Jiall 5959 sVl &jlgo o VS plasiuw] ¢ Sanll o
U auogo 98 LaS " Cisco "vpdn: i p- address 0 VSA pud/Cloaw

=Ci sco: Avpair = "vpdn:ip-addresses
"1.1.1.1,2.2.2.2/3.3.3.3,4.4.4.4/5.5.5.5,6.6.6.6

Sl o=l e juue, 1329

1 49)9Yl dcgaxo (,92.2.2.2 9 1.1.1.1 sall alg bl -

2 a,0)9Y1 dcgazo 9 4.4.4.4 9 3.3.3.3 aill dlg llass 195 -

3 a4,9J9¥l wls dcgoxall 9 6.6.6.6 9 5.5.5.5 saill dlg bls a>gs -
Sl 90 o) 15 .dilso A>gito oo ut/lnin ue - 1 d8lo¥l dcsaxs e Jla>V djlen dalsg iis ai
il glaio il (JWI digloVl st I Jaild 13D d,9J9Y1 soimo e lgio

ddosall oLl

Jaall 5909 Jla> Yl dslee e plainY ddlite ooyl &M awdll 13D (5 5,lel L3Vl ios,

CisCo o 3,80l @olsl dogill/asull 2l9;l plaziwl LNS Ja> djlgo -
CisSCO ¢o 3y5all awolsdl dagill/damll 2195 plasiwl, LNS Jid jolss -
Cisco o0 3,80l aoll dogill/asull 29l plasiwl Jisdl 59L69 LNS o> & jlgo -



Cisco 0 3,90)l ol dowill/aowdl 2195l plasiwl LNS Jo> &jlos

RADIUS w4, ;2 walo
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"Password = "cisco 2500-1

, Servi ce-Type = Franed

, Franmed- Prot ocol = PPP
Franed- | P- Address = 255. 255. 255. 255

"dni s: 614629 Password = "ci sco
, Servi ce- Type = Qut bound
"Cisco: Avpair = "vpdn:tunnel -type=l 2tp

,"Cisco: Avpair = "vpdn: tunnel -i d=hgw
,"Cisco: Avpair = "vpdn:ip-addresses=10.51. 6. 82, 10. 51. 6. 59
"Cisco: Avpair = "vpdn:| 2t p-tunnel - password=hel |l o

weSill - LAC

aaa new node

Enables Authentication, Authorization and Accounting functionality. aaa group server radius ---!
NSA LAB server 10.51.6.3 auth-port 1645 acct-port O non-standard ! aaa authentication login
default |ocal aaa authentication ppp default |ocal group NSA LAB aaa authentication ppp D AL
group NSA LAB | ocal aaa authorization network default group NSA LAB | ocal aaa authorization

network DI AL group NSA LAB | ocal !--- Authentication and Authorization will be implemented !---
in sequence by the methods configured. vpdn enable !--- Enables the VPDN feature. nho vpdn
| oggi ng vpdn search-order dnis !/--- Once LCP state is open, the dialed number is checked !--- to

see 1f the remote is a VPDN user. interface Serial0:15 no ip address encapsul ati on ppp no
| oggi ng event |ink-status dialer rotary-group 1 dialer-group 1 autodetect encapsul ati on ppp v120
no snnp trap link-status isdn switch-type primary-net5 isdn incom ng-voice nodem conpress stac
interface Dialerl ip unnunbered LoopbackO encapsul ati on ppp no ip nroute-cache dialer-group 1
aut odet ect encapsul ati on ppp v120 /--- Allows the encapsulation type to be dynamically set if
the call !--- type is not identified in the ISDN Q.931 Lower Layer Compatibility. peer default
i p address pool default conpress stac ppp authentication chap pap DI AL ppp authorization D AL !-
-- The list-name DIAL is configured, that PPP Authentication and !--- Authorization will use.
ppp chap hostname 5300-1 !/--- The name 5300-1 is used for all CHAP challenge and response on !--
- this interface. ppp multilink ! radius-server host 10.51.6.3 auth-port 1645 acct-port 1646
non-standard !--- 'non-standard' indicates that the RADIUS Server will use !--- non standard
.RADIUS attributes

oSl - LNS

aaa new node

Enables Authentication, Authorization and Accounting functionality. aaa authentication ---!
login default |ocal aaa authentication enable default group radi us enabl e aaa authentication ppp
default | ocal aaa authentication ppp vpdn group radi us none aaa authorizati on network default

| ocal none aaa authorization network vpdn group radius local !--- Authentication and
Authorization will be implemented !--- in sequence by the methods configured. vpdn enable /---
Enables the VPDN feature. vpdn-group 1 accept-dialin protocol |2tp virtual-tenplate 1 |ocal name
| 2t p-gw | 2t p tunnel password 7 1211001B1EO4 !--- The LNS will accept connections from the LAC
using L2TP !--- using All Virtual-Access Interfaces that are created will be cloned from !---
Virtual-Template 1. The name 'l2tp-gw' 1s used to identify the password, !--- that will

authenticate the tunnel, is encrypted. interface Ethernet5/0 ip address 10.51.6.59 255.255.252.0
! interface Virtual -Tenpl atel i p unnunbered Ethernet5/0 no ip route-cache cef peer default ip
address pool default ppp authentication chap vpdn ppp authorization vpdn ! radi us-server host
10.51.6.3 auth-port 1645 acct-port 1646 non-standard !--- 'non-standard' identifies the RADIUS
.Server will be !--- using nonstandard RADIUS attributes



LAC 0 393b cllasVl aonas

Jan 1 00: 32:54.847: %I NK-3-UPDOM: Interface Serial 0:0, changed state to up

Jan 1 00: 32:55.027: Se0:0 PPP: Treating connection as a callin

Jan 1 00: 32:55.027: Se0:0 PPP: Phase is ESTABLI SH NG Passive Open

Jan 1 00:32:55.027: Se0:0 CHAP: Using alternate hostnane 5300-1

Jan 1 00:32:55.027: Se0:0 LCP: State is Listen

Jan 1 00:32:55.027: Se0:0 LCP: | CONFREQ [Listen] id 112 len 10

- snip -

Jan 1 00:32:55.063: Se0:0 LCP: State is Open

Jan 1 00:32:55.063: Se0:0 PPP: Phase is AUTHENTI CATING by this end

Jan 1 00:32:55.063: Se0:0 CHAP: Using alternate hostnane 5300-1

"Jan 1 00:32:55.063: Se0:0 CHAP: O CHALLENGE id 14 len 27 from "5300-1

"Jan 1 00:32:55.083: Se0:0 CHAP: | RESPONSE id 14 len 27 from "2500-1

Jan 1 00: 32:55.083: Se0:0 PPP: Phase is FORWARDI NG

Jan 1 00:32:55.083: Se0:0 VPDN: Got DNIS string 614629

-- Jan 1 00:32:55.083: Se0:0 VPDN: Looking for tunnel -- dnis:614629

:(Jan 1 00:32:55.083: Serial 0:0 AAA/ AUTHOR/ VPDN (480033158

Port="Serial0:0" list="default' service=NET

"Jan 1 00: 32: 55. 083: AAA/ AUTHOR/ VPDN: Serial 0: 0 (480033158) user='dni s: 614629

Jan 1 00:32:55.087: Serial 0:0 AAA/ AUTHOR/ VPDN (480033158): send AV servi ce=ppp

Jan 1 00: 32:55.087: Serial 0:0 AAA/ AUTHOR/ VPDN (480033158): send AV protocol =vpdn
"Jan 1 00:32:55.087: Serial 0:0 AAA/ AUTHOR/ VPDN (480033158): found list "default
(Jan 1 00:32:55.087: Serial 0:0 AAA/ AUTHOR/ VPDN (480033158): Met hod=NSA_LAB (radi us
,Jan 1 00:32:55.087: RADIUS: Initial Transmt Serial0:0 id 50 10.51.6. 3: 1645
Access- Request, |len 100

Jan 1 00:32:55.087: Attribute 4 6 0A330644

Jan 1 00:32:55.087: Attribute 5 6 00000000

Jan 1 00:32:55.087: Attribute 26 17 00000009020B5365

Jan 1 00:32:55.087: Attribute 61 6 00000002

Jan 1 00:32:55.087: Attribute 1 13 646E6973

Jan 1 00:32:55.087: Attribute 30 8 36313436

Jan 1 00:32:55.087: Attribute 2 18 FOAF3BC4

Jan 1 00:32:55.087: Attribute 6 6 00000005

,Jan 1 00: 32:55.091: RADI US: Received fromid 50 10.51. 6. 3: 1645

Access- Accept, |len 167

Jan 1 00:32:55.091: Attribute 6 6 00000005

00: 32: 55.091: Attribute 26 29 0000000901177670
00: 32: 55.091: Attribute 26 26 0000000901147670
Jan 00: 32: 55.091: Attribute 26 47 0000000901297670
Jan 00: 32: 55.091: Attribute 26 39 0000000901217670

LAC receives a call, negotiates PPP, LCP is declared Open, !--- the dialed number is ---!

Jan

1
Jan 1
1
1

queried to ascertain if this is a VPDN customer. !--- VPDN attempts to find an existing tunnel
for the user, queries RADIUS for !--- the tunnel information. Jan 1 00:32:55.091: RADI US. saved
aut hori zation data for user 61F40024 at 61F9813C Jan 1 00: 32:55.091: RADI US: cisco AVPair

"vpdn: tunnel -type=l 2t p" Jan 1 00: 32:55.091: RADIUS: cisco AVPair "vpdn:tunnel-i d=hgw' Jan 1

00: 32: 55.091: RADI US: cisco AVPair "vpdn:ip-addresses=10.51.6.82,10.51.6.59" Jan 1 00: 32:55.095:
RADI US: cisco AVPair "vpdn:|2tp-tunnel - password=hell 0" Jan 1 00: 32: 55. 095: AAA/ AUTHOR
(480033158): Post authorization status = PASS_ADD Jan 1 00: 32: 55. 095: AAA/ AUTHOR/ VPDN:

Processi ng AV service=ppp Jan 1 00: 32: 55. 095: AAA/ AUTHOR/ VPDN: Processi ng AV protocol =vpdn Jan 1
00: 32: 55. 095: AAA/ AUTHOR/ VPDN:  Processi ng AV tunnel -type=l2tp Jan 1 00: 32:55. 095:

AAA/ AUTHOR/ VPDN:  Processing AV tunnel -i d=hgw Jan 1 00:32:55.095: AAA/AUTHOR/VPDN: Processing AV
=ip-addresses

10.51.6.82,10.51.6.59

Jan 1 00:32:55.095: AAA/ AUTHOR/ VPDN: Processi ng AV | 2t p-tunnel - password=hel | 0

Jan 1 00: 32:55.095: Se0: 0 VPDN RPMsS/: Got tunnel info for dnis: 614629

Jan 1 00:32:55.095: Se0:0 VPDN RPMS/: LAC hgw

Jan 1 00: 32: 55.095: Se0:0 VPDN RPMS/: |2t p-busy-di sconnect yes

Jan 1 00:32:55.095: Se0:0 VPDN RPMS/: |2t p-tunnel - password XXXXXX

Jan 1 00:32:55.095: Se0:0 VPDN RPMS/: 2 | P addresses

Jan 1 00: 32:55.095: Se0:0 VPDN/ RPMS/: | P 10.51.6.82 Priority 1

Jan 1 00: 32:55.095: Se0:0 VPDN/ RPMS/: | P 10.51.6.59 Priority 1



Jan 1 00:32:55.095: Se0:0 VPDN/: curlvl 1 Address 0: 10.51.6.82, priority 1
Jan 1 00:32:55.095: Se0:0 VPDN/: Select non-active address 10.51.6.82, priority 1

The tunnel information is downloaded, using Cisco VSA. Two LNS IP !--- Addresses are used ---!
with a ', ' as the delimiter, indicating that both !--- have equal priority. In this case
10.51.6.82 is selected as the tunnel !--- endpoint. Jan 1 00:32:55.095: Se0:0 VPDN. Find LNS

process created Jan 1 00:32:55.095: Tnl 49467 L2TP: SM State idle Jan 1 00:32:55.095: Tnl 49467
L2TP: O SCCRQ Jan 1 00:32:55.099: Tnl 49467 L2TP: Tunnel state change fromidle to wait-ctl-
reply Jan 1 00:32:55.099: Tnl 49467 L2TP: SM State wait-ctl-reply Jan 1 00:32:55.099: Se0:0
VPDN: Forward to address 10.51.6.82

Jan 1 00:32:55.099: Se0:0 VPDN: Pending

Jan 1 00:32:55.099: Se0:0 VPDN: Process created

Jan 1 00:32:55.191: Tnl 49467 L2TP: | SCCRP from | 2t p- gw

Jan 1 00:32:55.191: Tnl 49467 L2TP: Got a challenge fromrenote peer, |2tp-gw

Jan 1 00:32:55.191: Tnl 49467 L2TP: CGot a response fromrenote peer, |2tp-gw

Jan 1 00:32:55.191: Tnl 49467 L2TP: Tunnel Authentication success

Jan 1 00:32:55.191: Tnl 49467 L2TP: Tunnel state change from

wait-ctl-reply to established

Jan 1 00:32:55.191: Tnl 49467 L2TP: O SCCCN to | 2tp-gw tnlid 62193

Jan 1 00:32:55.195: Tnl 49467 L2TP: SM State established

Jan 1 00:32:55.195: Tnl/Cd 49467/ 16 L2TP: Session FS enabl ed

Jan 1 00:32:55.195: Tnl/C 49467/ 16 L2TP: Session state change

fromidle to wait-for-tunnel

Jan 1 00:32:55.195: Se0:0 Tnl/d 49467/16 L2TP: Create session

Jan 1 00:32:55.195: Tnl 49467 L2TP: SM State established

Jan 1 00:32:55.195: Se0:0 Tnl/Cd 49467/16 L2TP: OICRQ to | 2tp-gw 62193/0

Jan 1 00:32:55.195: Se0:0 Tnl/d 49467/16 L2TP: Session state change
fromwait-for-tunnel to wait-reply

Jan 1 00:32:55.195: Se0:0 VPDN. 2500-1 is forwarded

Jan 1 00: 32:55.327: Se0:0 Tnl/d 49467/16 L2TP: O ICCN to | 2tp-gw 62193/ 17

Jan 1 00:32:55.327: Se0:0 Tnl/Cl 49467/16 L2TP: Session state change

from wait-reply to established

,Jan 1 00: 32: 56. 195: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 0:0
changed state to up

Jan 1 00:33:00.851: 9% SDN-6- CONNECT: I nterface Serial 0:0 is now connected to 2500-1
:Jan 1 00:33:06.111: 9% SDN- 6- CONNECT

Interface Serial0:1 is now connected to NNA N A

Second call is received by the LAC, !--- the dialed number is a VPDN customer. Jan 1 ---!
00: 33:35.027: Asl LCP: | CONFREQ [Closed] id 1 len 23 - snip - Jan 1 00:33:39.275: Asl LCP:
State is Open

Jan 1 00:33:39.275: Asl PPP: Phase is AUTHENTI CATI NG by this end

Jan 1 00:33:39.275: Asl CHAP: Using alternate hostname 5300-1

"Jan 1 00:33:39.275: Asl CHAP. O CHALLENGE id 2 len 27 from "5300-1

"Jan 1 00:33:39.383: Asl CHAP: | RESPONSE id 2 len 25 from "paul

Jan 1 00:33:39.383: Asl PPP: Phase is FORWARDI NG

Jan 1 00:33:39.383: Asl VPDN: Got DNIS string 614629

-- Jan 1 00:33:39.383: Asl VPDN: Looking for tunnel -- dnis:614629

:(Jan 1 00: 33:39.387: Asyncl AAA/ AUTHOR/ VPDN (3019717950

Port="Asyncl' |ist="default' service=NET

"Jan 1 00: 33: 39. 387: AAA/ AUTHOR/ VPDN: Asyncl (3019717950) user='dnis: 614629

Jan 1 00: 33:39.387: Asyncl AAA/ AUTHOR/ VPDN (3019717950): send AV service=ppp

Jan 1 00: 33:39.387: Asyncl AAA/ AUTHOR/ VPDN (3019717950): send AV protocol =vpdn
"Jan 1 00:33:39.387: Asyncl AAA/ AUTHOR/ VPDN (3019717950): found list "default

(Jan 1 00:33:39.387: Asyncl AAA/ AUTHOR/ VPDN (3019717950): Met hod=NSA LAB (radi us
,Jan 1 00:33:39.387: RADIUS: Initial Transmit Asyncl id 52 10.51.6. 3:1645

Access- Request, len 97

Jan 1 00:33:39.387: Attribute 4 6 0A330644

Jan 1 00:33:39.387: Attribute 5 6 00000001

Jan 1 00:33:39.387: Attribute 26 14 0000000902084173

Jan 1 00:33:39.387: Attribute 61 6 00000000

Jan 1 00:33:39.387: Attribute 1 13 646E6973

Jan 1 00:33:39.387: Attribute 30 8 36313436

Jan 1 00:33:39.387: Attribute 2 18 E9164E4C

Jan 1 00:33:39.387: Attribute 6 6 00000005

,Jan 1 00: 33:39.391: RADIUS: Received fromid 52 10.51.6. 3: 1645



Access- Accept, |len 167
Jan 1 00:33:39.391: Attribute 6 6 00000005

Jan 1 00:33:39.391: Attribute 26 29 0000000901177670
Jan 1 00:33:39.391: Attribute 26 26 0000000901147670
Jan 1 00:33:39.391: Attribute 26 47 0000000901297670
Jan 1 00:33:39.391: Attribute 26 39 0000000901217670

Jan 1 00:33:39.391: RADIUS: saved authorization data for user

621904CC at 61FAB9EC

"Jan 1 00:33:39.391: RADIUS: cisco AVPair "vpdn:tunnel -type=l2tp

"Jan 1 00:33:39.391: RADIUS: cisco AVPair "vpdn:tunnel -id=hgw

"Jan 1 00:33:39.391: RADIUS: cisco AVPair "vpdn:ip-addresses=10.51. 6. 82, 10. 51. 6. 59
"Jan 1 00:33:39.391: RADIUS: cisco AVPair "vpdn:| 2t p-tunnel - password=hel |l o

Jan 1 00:33:39.395: AAA/ AUTHOR (3019717950): Post authorization status = PASS_ADD
Jan 1 00: 33: 39. 395: AAA/ AUTHOR/ VPDN: Processi ng AV servi ce=ppp

Jan 1 00: 33: 39. 395: AAA/ AUTHOR/ VPDN: Processing AV protocol =vpdn

Jan 1 00:33:39.395: AAA/ AUTHOR/ VPDN: Processi ng AV tunnel -type=l 2tp

Jan 1 00: 33: 39. 395: AAA/ AUTHOR/ VPDN:  Processi ng AV tunnel -i d=hgw

:Jan 1 00:33:39. 395: AAA/ AUTHOR/ VPDN

Processing AV i p-addresses=10.51. 6. 82, 10. 51. 6. 59

:Jan 1 00:33:39. 395: AAA/ AUTHOR/ VPDN

Processi ng AV | 2t p-tunnel - passwor d=hel | 0

Jan 1 00:33:39.395: Asl VPDN RPMS/: Cot tunnel info for dnis:614629

Jan 1 00:33:39.395: Asl VPDN RPMS/: LAC hgw

Jan 1 00: 33:39.395: Asl VPDN RPMS/: | 2t p- busy-di sconnect yes

Jan 1 00:33:39.395: Asl VPDN RPMS/: | 2t p-tunnel - password XXXXXX

Jan 1 00:33:39.395: Asl VPDN RPMS/: 2 | P addresses

Jan 1 00:33:39.395: Asl VPDNRPMS/: | P 10.51.6.82 Priority 1

Jan 1 00:33:39.395: Asl VPDNRPMS/: | P 10.51.6.59 Priority 1

Jan 1 00:33:39.395: Asl VPDN/: curlvl 1 Address 1: 10.51.6.59, priority 1

Jan 1 00:33:39.395: Asl VPDN/: Select non-active address 10.51.6.59, priority 1
The second non-active endpoint is selected 10.51.6.59 !--- and the control connection is ---!
established. Jan 1 00: 33:39.395: Asl VPDN: Find LNS process created Jan 1 00:33:39.395: Tnl
20770 L2TP: SM State idle Jan 1 00:33:39.395: Tnl 20770 L2TP: O SCCRQ Jan 1 00: 33:39.399: Tnl
20770 L2TP: Tunnel state change fromidle to wait-ctl-reply Jan 1 00:33:39.399: Tnl 20770 L2TP:
SM State wait-ctl-reply Jan 1 00:33:39.399: Asl VPDN: Forward to address 10.51.6.59
Jan 1 00:33:39.399: Asl VPDN: Pending

Jan 1 00:33:39.399: Asl VPDN: Process created

Jan 1 00:33:39.399: Tnl 20770 L2TP: | SCCRP from | 2t p- gw

Jan 1 00:33:39.399: Tnl 20770 L2TP: Got a challenge fromrenote peer, |2tp-gw

Jan 1 00:33:39.399: Tnl 20770 L2TP: CGot a response fromrenote peer, |2tp-gw

Jan 1 00:33:39.399: Tnl 20770 L2TP: Tunnel Authentication success

Jan 1 00:33:39.399: Tnl 20770 L2TP: Tunnel state change from

wait-ctl-reply to established

Jan 1 00:33:39.403: Tnl 20770 L2TP: O SCCCN to | 2tp-gw tnlid 42921

Jan 1 00:33:39.403: Tnl 20770 L2TP: SM State established

...Jan 1 00:33:39.403: Asl VPDN: Forwarding

Jan 1 00:33:39.403: Tnl/d 20770/ 17 L2TP: Session FS enabl ed

Jan 1 00:33:39.403: Tnl/d 20770/ 17 L2TP: Session state change from

idle to wait-for-tunnel

Jan 1 00:33:39.403: Asl Tnl/C 20770/17 L2TP: Create session

Jan 1 00:33:39.403: Tnl 20770 L2TP: SM State established

Jan 1 00:33:39.403: Asl Tnl/d 20770/17 L2TP: OICRQ to | 2tp-gw 42921/0

Jan 1 00:33:39.403: Asl Tnl/d 20770/ 17 L2TP: Session state change from
wait-for-tunnel to wait-reply

Jan 1 00:33:39.403: Asl VPDN: paul is forwarded

Jan 1 00:33:39.407: Asl Tnl/C 20770/17 L2TP: O ICCN to | 2tp-gw 42921/ 16

Jan 1 00:33:39.407: Asl Tnl/Cl 20770/17 L2TP: Session state change from
wait-reply to established
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