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Skype for Business

192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10,48.54.230

sip Invite

m=applicationsbaring 21577 TCR/RTE/AVE 127

a=candidate:l

I TCP-FASS 2120613887 192.168.251.128 18027 typ host
2 TOP-PASS 2120613374 192.168.251.128 18027 typ host
12 1 TCP-ACT 2121006591 192.168.251.128 13450 typ host
a=candidate:? 2 TCP-ACT 2121006078 132.168.251.120 13450 typ host
a=sandidate:l 1| TCP-PASS 174455807 192.168.1.253 53577 typ relay raddr 10.149.4.201 rport 65417
amcandidate:] 2 TCP-PASS 174455254 192.168.1.152 53577 typ relay raddr 10.149.4.201 rport 65417
H
E
1
2

TCP-ACT 174048511 192.168.1.252 51577 typ relay radde 10.149.4.200 rport 65417
TCP-ACT 174847998 192.1€8.1.252 51577 typ relay raddr 10.149.4.201 rpert 65417

a=candidate:5 | TCP-ACT 1684797439 10.149.4.201 65417 typ scflx raddr 192.168.251.128 rport 17676
a=candidate:s 3 TOP-ACT 168476924 10.14%.4.201 65417 typ scflx raddr 192.168.251.128 rport 17476
:-thllnuwtiw
100 Trying
Imwvite
100 Trying
Invite
100 Trying
Skype for Business Expressway-E Expressway-C Meeting Server
{ Internet \
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230
Allocate Reguest (no authentication)
TURN TCP 3478 ———- ——————— { TCP 33347
Allocate Error Response (401 Unauthorized)
Allocate Request (with username)
Allocate Success Response
____________________________________________ »
XOR-MAPPED-ADDRESS: 10 48 54 230:3334T7
XOR-RELAYED-ADDRESS: 192.168.1.229: 24000
SIP
200 0K
200 OK
200 OK

meapplicationaharing 38547 TCR/RTR/SAVE 127

a=gandidaco:=1 I TCP-PASS 2130706431 L0.48.54.230 JA547 typ host

a=candidatesd 1 TCP=-PASS 352311515 193.168.1.229 14000 typ relay raddr 10.48.54.230 rport 33347
a=candidates] I TOP-PASS JSIJIL1515 192.168.1.229 24000 typ relay raddr 10.48.54.230 rport 33347
applicationsharing-rele:viewer

pplicationsharing-media=typeirdp

pplicationsharing-sesaion-id:]l

capabilities irequest-control="semdrecy®

amsotupipassive

Expressway-C Meeting Server

SDP from Skype contains remote ICE candidates. Note the
m=applicationsharing that indicates this is a call for sharing
presentation. It will have a different SIP call-id than the
initial audio/video call.

After CMS receives the call, it will reach out to its TURN
server (Expressway-E) to get its own TURN relay
candidates.

CMS make TCP connection te TURN server for TURN relay
candidate allocation.

TURN server sends Allocate Success Response which contains
the TURN relay candidate,

CMS adds TURN relay candidate to SDP in its 200 QK SIP
response,



Skype for Business

Expressway-C Meeting Server

Internet
192.168.1.252 192.168.1.229 10.48.54.229 10.48.54.227 10.48.54.230
SIP
Ack
Ack
Ack
TURN
Binding Request
TR S T o e e e * TCP 24000

ConnectionAttempt Indication

TEP FATE o o

Remote party creates a TCP
connection and sends Binding
request to TURN relay port. The
source |P is actually TURN relay
server (Skype Edge) and the port
was found in the remate SDP

HOR-PEER-ADDRESS: 152.168.1.252:53577

ConnectionBind Request

earlier.
Binding Request
TCOP connections are bridged e o e e e e e e
Skype for Business Expressway-E
Internet
192.168.1.252 192.168.1.229 10.48.54.229 10.458.54.227
TURN

Binding Success Response
A= e e e = e e e e e

Binding Success Response
TOP 53577 == i TCP 241000

Binding Request

Binding res Response

SIP relNVITE triggered to renegotiate the new media IP addresses.

Media Media

Meeting Server

|.JE_.0.J g_;'uuc;t.)ho IJollb |.Ja)'|o

couve Wireshark

SIP dialog finishes with the ACK

TURM server notifies the TURN client about a connection made
to the relay candidate address (XOR-PEER-ADDRESS attribute).
This is done over the same TCP connection where Allocate
Request was sent,

TURN client (CMS) creates a new TCP connection to TURN
server to request the remote XOR-PEER-ADDRESS connection
to be bridged to this new TCP connection.

TURN server confirms. From now on the traffic from remate
peer 192.168.1.252:53577 hitting port 24000 on TURN server
will be forwarded over this TCP connection to CMS.

Binding request from Skype is sent to CMS.

Bidirectional Binding Requests and Binding Success Responses
are required for this candidate pair to be considered valid.

After Binding Success Response was received in both
directions, there will be SIP relNVITE dialog between CMS and
Skype to establish the new media route.
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™ Tima Sesree Destieation Protoesl  Length Indn
2394 Z817-98=17 98:93:51.966175 18.48.54.238 18.48.54.229 S5TIN 98 Allocate Reguest TCP lifetime: GOR
2357 2017-88-17 88:03:51. 966443 18.48.54.229  10.48.54.230 5TUN 238 Allocate Error Response with nonce realm: TANDBERG lifetime: G080 -
2309 2817-88-17 98:983:51.068047 10.48.54.230 18.48.54.229 ST 282 Allocate Request user: turn realm: TANDBERG with nonmce TCP
2427 2017-88-17 B8:83:52.084888 18.4B.54.229 18.48.54.238 ST 166 Allocate Success Response Lifetime: G68@ NOR-HAPPED-ADDRESS: 18.4B8
2478 Z817-88-17 98:83:52.885424 18.48.54.238 18.48.54.229 5TIN 198 Refresh Request user: turn realm: TANDBERG with nonce Lifetime: 6o
2447 2017-88-1T7 08:03:52.172733 10.48.54.129 18.48.54.230 S5TIN 142 Refresh Success Response lifetime: 608
2526 2017-88-17 88:83:52.568097 10.48.54.279  10.48.54.230 STUN 154 ConnectionAttempt Indication XOA-PEER-ADDRESS: 192.168.1.252:53577
2548 2817-88-17 28:83:52.618096 18.4B8.54.239 18.48.54.229 STIM 198 ComnectionBind Request uder: turn reals: TANDBERG with nonce

2552 2@17-88-17 88:83:52.673858 18.48.54.239 18.48.54.239 STUN 142 ConnectionBind Success Response

18. 48, 54. 219 8% Binding Indication
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